
Enabled by  >3 x 109 mobile phone users, increasingly with GPS, 
imagers, rich UI, programmability, and ubiquitous connectivity

Participatory sensing, personalization, and privacy
Participatory Sensing: an approach to data collection and 
interpretation in which individuals, acting alone or in groups, use their 
personal mobile devices and web services to systematically explore 
interesting aspects of their worlds, ranging from health to culture. 
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Participatory Sensing: personalizing health and wellness
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mobile phones provide real time, real place, real context

what can we learn with access to

...all 168 hours of the week...
...all 1440 minutes of the day... 
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Personal perspectives on community health

200 Boyle Heights residents documenting conditions in and between 
work, school, home...where they go and gather, the conditions 

surrounding them...

 

Lukac et al
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Personal data streams:  activity traces, experience sampling

Geocoded,
time-stamped

Private Data Storage

Event detection

Processing

Aggregates, features, 
trends, patterns 

Mobility 
traces

Our Self ReportOur Actions

Photo – Marshall Astor

Visualization, Feedback, Sharing
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Telling traces!

Activity-location traces quantify habits, routines, associations

Easy to share and mine; but difficult to anonymize
Data handling by mobile carriers, credit card companies, is regulated

With Participatory Sensing, individual is free to capture and share her 
own data... for free apps and services... “Everything is free to you, 
except for the data we collect about you” 

Calls for new privacy practices...
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Mobile App Personal 
Data Vault

Third Party 
Services

- Data Capture / Upload
(Prompted, Automated)

- Reminders

- Feedback, Incentives

Well defined interfaces allow
mobile functions to be mixed,
matched, and shared

- User Identity and 
Authentication

- Long-term Data 
Management

Patient defined selective 
sharing with Open mHealth 
Server function

- Analytics for Personal
Data Streams

- Interface to Clinical Care
Plan, Personnel

- Integration with EHR/PHRs

- Cross Patient Aggregation

Well defined interfaces allow
analytics functions to be mixed,
matched, shared, compared

 Personal Data Vault (PDV): 
allow participants to retain control over their raw data

vault + filters = granular, assisted control over what you send to who, 
what that data says about you, whether you reveal who you are or 
share anonymously, ...
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So much they 
can learn and share...

So much we 
can learn and share...

Participatory Sensing is a driver of social, Internet, and 
privacy innovation

for more information contact destrin@cs.ucla.edu
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